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Microsoft Modern Print Platform

Windows Protected Print (WPP)
One of the pillars of modern print is Windows Protected Print mode.

Modern print is Windows' preferred

means of communicating to printers.

When enabled, WPP communicates directly with the printer from the Modern print does not require the

Windows OS using IPP (Internet Printing Protocol). installation of print drivers, providing a

Printing is executed at the application level, enhancing security by simple, streamlined, and secure
9 9

preventing vulnerabilities associated with legacy print drivers. When printing experience.

enabled, conventional print drivers in the system are eliminated. The

current line of Sharp MFPs and printers support WPP.

New Security-Enhanced Printing Platform ..
e Communicates directly with printer using IPP
* Protects against vulnerabilities of legacy printing
e Eliminates 3rd party print drivers

Some advanced features are not supported

Microsoft enabled vendors to develop Print Support Apps

(PSA)

Microsoft



WPP (Windows Protected Print) - Timeline

Phase 1: Introduced (Oct 1, 2024)

Released with Windows 11 24H2

Optional / opt-in only

Disabled by default

Goal: let orgs start testing driverless, secure printing

Phase 2: Early adoption (2025-2026)
Available in Windows 11 + Server 2025
Still not enforced

Vendors (Sharp, HP, Paper Cut, etc.) are:
Updating firmware

Building Print Support Apps (PSA)
Aligning with IPP + Mopria

Phase 3: Default ON (target ~2027)

Microsoft plans to enable WPP by default in Windows
Legacy print drivers effectively phased out
Organizations must be WPP-ready

SHARP.

Microsoft

Future state (~2027 and beyond)

WPP becomes default ON in Windows
Microsoft is ending support for third-
party drivers

Even if you disable WPP

Old drivers may stop being updated.
Be blocked by security controls.

Break with future Windows updates
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Windows Protected Print (WPP)

Sharp Print Support App (PSA)

Some advanced printing features are not available in WPP mode. To address
this, Microsoft has allowed printer manufacturers to develop Print Support
Applications (PSAs). The Sharp PSA enhances the printing experience in
Windows by customizing generic IPP class drivers. It provides advanced
printing features for a more customized user experience. The Sharp PSA
adds features for Sharp MFPs and printers that are not available with the
generic IPP class driver, such as advanced paper handling, media selection,
and device-specific settings. The Sharp PSA is available for most Sharp
models.

SHARP BP-70C45

850 % 11,00 in

o | Same as Original Size

Other Settings..

e Sharp PSA
® Delivers advanced print capability o

Color Mode: Col
Staple Module: 1 Staple/2 Staples
Punch Module: None

® (ffers strong security and easy setup

® Can be used in WPP mode or with native printing Sharp Print Support App
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Sharp PSA - Printer Service Support App

Sharp PSA = a lightweight Windows app that replaces the traditional print driver.
It works with WPP (Windows Protected Print) IPP printing
It integrates with the Microsoft IPP Class Driver (built into Windows)

Why PSA exists

Under WPP: No third-party print drivers allowed.

Only Microsoft’s universal driver (IPP Class)

It enables the WPP future

WPP = no drivers

PSA = only way to extend functionality

It aligns with Microsoft’s direction: Microsoft wants Driverless printing

App-based customization

Identity-based access

Cloud-first management, PSA is the bridge between Generic Windows printing and Vendor-specific features.
Sharp PSA is the replacement for print drivers, it restores device features in a driverless, WPP-based world.
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Microsoft Entra ID

Microsoft Entra ID (formerly Azure Active Directory / Azure AD) is Microsoft’s
cloud-based identity and access management (IAM) service.

Think of Entra ID as the system that verifies who you are (authentication)
Decides what you can access (authorization)

Every print job is tied to a user account

Access to printers is controlled via users/groups

Printers become just another secure resource, like SharePoint or Teams.



Microsoft Entra ID User Authentication

Identity Management for Microsoft Services

= Easy authentication for pure Microsoft
Azure environments

» Walk-up access from Sharp MFPs at the
panel

= Seamless integration with global address

Microsoft

book access to search as a logged-in user

=

BT Microsoft

Enter password

Temnofm  Bemcy b ok
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Native Support for Universal Print

Universal Print cloud service makes it easy to integrate with Microsoft 365
environments that leverage simplified print management.

Universal Print = '
Service ’f i.t’
~

HEl Microsoft
Il Azure =

Microsoft
Connector

Supported on BP series

‘ [ =
ﬁ WindOWS Protected Print (WPP) Supported on select legacy MX series

No drivers needed for a simple, secure experience.

Sharp Print Support App (PSA)
All current Sharp MFPs and printers support WPP.

SHARP.
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Microsoft Universal Print

Sharp integrate Microsoft Universal Print:

* No local print servers needed

* Printers are managed in the cloud

* Authentication handled by Entra ID

Benefits

* Lessinfrastructure to support

* Easier deployments across sites

*  Works remotely/hybrid

* Users don’t need separate credentials for printers.

* Same login as: Windows, Outlook / M365

* Sometimes even password-less login via phone/device code
* Faster and fewer support calls - Better user experience

Sharp MFPs integrate Entra ID because:

They support Microsoft Universal Print (cloud printing)

Enterprises already using Entra ID - no need for separate printer accounts

Fits Zero Trust and cloud-first environments

Printers now use Entra ID because printing is no longer just a device function, it’s part of an
organization’s identity and security ecosystem.
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Registering a device In
Universal Print



SHARP
BP-70M31

Status

Address Book

Network Settings

Quick Settings

Network Name Setting

Interface Settings

Services Settings

Print Port Settings

External Print Services
Settings

AirPrint Settings

Universal Print Settings

LDAP Settings

Active Directory Settings

Public Folder / NAS Setting

Proxy Setting

Wireless Settings

Easy Connection Setting

Bluetooth Setting

Device Web Page Setting

Document
Operations

[ Must be done via Device Web interface ]

User Control System

Settings

SHARP.

| User's Manual B | &m Sitemap

‘ American English V‘ ‘

User Name: Administrator

I Universal Print Settings

Universal Print:

Status:

Printer Name:

Register with Universal Print

Enable v
Not Registered

SHARP BP-70M31 (2501654800)

T s

(Up to 63 characters)

Go to System Settings / Network Settings / Universal Print.
Select execute.

E Back to Menu List
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| User's Manual B | &% Sitemap

American English v ‘
User Name: Administrator E) Logout

SHARP
BP-70M31

Status Address Book Document User Control System
Operations Settings

Network Settings

I Universal Print Settings

Quick Settings

Network Name Setting [REEE 4 Back to Menu Lis

Interface Settings Universal Print:

Enable w

Services Settings

Status: Registering
Print Port Settings

Printer Name nto 62

External Print Services
Feves Registration Code: HKZMLE2V4

ration code Step One Copy COde

To complete the registration, go to the following URL and e

AirPrint Settings

n : : https://login.microsoft.com/device
D) Universal Print Settings

Step two select link

Registration code is valid for 15 minutes.

LDAP Settings

Active Directory Settings .

Public Folder / NAS Setting

Proxy Setting

Wireless Settings

Easy Connection Setting

Bluetooth Setting

Device Web Page Setting
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Step two, proceed through customers
Microsoft authentication.

After successful Microsoft Authentication

a8 Microsoft

B® Microsoft

Enter code to allow access .
Pick an account

Once you enter the code displayed on your app or You're signing in to SHARP Universal Print

. L Hardware Client on another device located in
device, it will have access to your account. Canada. If it's not you, close this page.

____________________________________________________________ SHARP Universal Print
Do not enter codes from sources you don't trust. El Jones, Craig : Hardware Client

JonesCr@sharp.ca
Signed in

BS Microsoft

You have signed in to the SHARP Universal Print

4| Hardware Client application on your device. You may
HKZMLEZV |E| bsd@sharptechsupport.onmicrosoft.com : now close this window.
Next |§| craig@sharptechsupport.onmicrosoft.corm
. IE' JonesCr@sharpsec.com
Step one, Enter Copied Code and choose
Next.
—|— Use another account

Back
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SHARP | User's Manual B | & Sitemap

American English ‘
BP-70M31
User Name: Administrator

Status Address Book Document User Control System
Operations Settings

MNetwork Settings

I Universal Print Settings

Quick Settings

Network Name Setting [ 4 Back to Menu Lis

Interface Settings

"Your request was successfully processed.”

Services Settings
Universal Print:

N X Enable w
Print Port Settings

i N Status: Registered
External Print Services

Settings p to 63 characters)

AirPrint Settings Delete from Universal Print

3 Universal Print Settings

LDAP Settings

Active Directory Settings

Public Folder / NAS Setting

Proxy Setting
Wireless Settings Submit to complete, may take a moment to
Easy Connection Setting show registered.

Bluetooth Setting

Device Web Page Setting

» Top of Page
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View of Registered Printers in Microsoft Azure Universal Print

Q) Search resources, services, and docs (G+/)

Home > Universal Print

= Universal Print | Printers - %
|}“- lSearch | FO 4 (0 Refresh =2 Edit columns + Download 2 Give feedback
@ Owrview = Add Filter
~  Manage
), Search by printer name, manufacturer, or model
= Printers
%, Printer shares O 1 Name | Printer Status Share Status Share Name Last Seen
P [] secL4070N © Ready © shared SECL 4070N PCL6
i o [0  SHARP BP-71C55 (5507911800) A Warning © Not shared 1 minute ago
© Connectors
Mon: [0  sharp MX-6070V 95128901 (Dynabook Americas) o Ready @ shared Sharp MX-6070V 95128901 (Dynabook Americ... 1 minute ago
~  Monitor
D SHASECL RP BP-T0(C55 (25132075800) A Warning @ Shared SECL BP-T0C55 (2513207300)
il W5ag reports
 Configure [J sharp MX-4070N 5508581 (Irvine Near Rear Exit Doar) ] Ready @ Shared Sharp MX-4070N 5508581Y (Irvine Mear Rear E... 1 minute ago
Settings D SHARP EP-70M31 PCLE Q Ready @ shared SHARP BP-70M31 PCLE
> Support & feedback O  mx-4070M @ Ready @ Shared MX-4070N 1 minute ago
O Sharp MX-3570N 65119281 (SEC OC Lab) L] Ready @ shared Sharp MX-3570M 65119281 (SEC OC Lab) 1 minute ago
[0 ep-soczs ® Ready © shared BP-50C26 1 minute ago
[0 secL70CSS © Ready @ shared SECL 70C55 Share



Adding Universal Printers or WPP Supported Printers

— k . . - O X
€& Settings Q. Find a setting - = & Settings Q. Find a setting
e - — LR N 1
SH o * > Printers & scanners Sh o > Printers & scanners
In step * bsd@sharptechsupport.onmicrosoft.... In step * bsd@sharptechsupport.onmicrosoft....
Add a printer or scanner Add device Add a printer or scanner ’ ~
% Home Y Home
Show printers and scanners
& system ©® @ Indicates prin‘ters that are available in Windows X & system associs‘ced vt o Work or school
protected print moede. Learn more X
| e Bluetooth & devices | B Bluetooth & devices .
Search by location or keywords to narrow results
¥ Network & internet = Adobe PDF Converter (redirected 2) (g > ¥ Network & internet Select a search location
Keywords Q
/ Personalization / Personalization
= BPCSTSC (redirected 2) (g > 2= STSCFINDME _
ul Apps a Apps = printer Installed
[ ]
& Accounts . w» Accounts £~  SHOWROOM FIERY [T
{=' BP-PET (redirected 2) (g > B oud printer evice
P Timeala nguage P Time & language
. . . — STSCSHlARF' MXC528F Add device
& Gaming — . #& Gaming Cloud printer
= ET7BBCTTCCI2E4 (redirected 2) G >
l" Accessibility x Accessibility = STSCSHARP BPT1C45 Installed
Cloud printer
W/ Privacy & security (= Fax (redirected 2) (g » W/ Privacy & security
= STSCSHARP BPTOC65 .
. = oud orinter Add device
@ Windows Update @ Windows Update oud printe

From Printers and Scanners Select add device I I Universal Printers have a Cloud above the Printer Icon




€ Settings Q  Find a setting
—

Sh o

In step bsd@sharptechsupport.onmicrosoft....
% Home

B System

| B Bluetooth & devices
¥ Network & internet

Personalization

B\

Apps

Accounts

<@

Time & language
8 Gaming

K Accessibility

W/ Privacy & security

@ Windows Update

L — |

)

]

n

)

)

n

w

> Printers & scanners

Microsoft XP5 Document Writer (redirected Z2) \ &

PaperCut Printer (redirected 2) (g

SHARP BP-70C31 (5508075600) (redirected 1 (g

SHARP BP-70C4S5 PS training (redirected 2) ':B

SHARP BP-70C65 PS (redirected 2) (g

SHARP BP-70M31 (2501654800) (g
App is installed for this printer

SHARP BP-70M31 PCL6 (redirected 2) (g

SHARP BP71C45 (g

SHARP.

New icons and Information messages

Printer is supported when WPP is enabled ) E.:I

== SHARP BP-70M31(2501654800) (g
Iﬁ-‘ap:- s installed for this p’mterl

The Sharp PSA App is installed for this printer.
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