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Microsoft Modern Print Platform

Windows Protected Print (WPP)
One of the pillars of modern print is Windows Protected Print mode. 
When enabled, WPP communicates directly with the printer from the 
Windows OS using IPP (Internet Printing Protocol). 
Printing is executed at the application level, enhancing security by 
preventing vulnerabilities associated with legacy print drivers. When 
enabled, conventional print drivers in the system are eliminated. The 
current line of Sharp MFPs and printers support WPP.

New Security-Enhanced Printing Platform   
• Communicates directly with printer using IPP
• Protects against vulnerabilities of legacy printing
• Eliminates 3rd party print drivers

Some advanced features are not supported
Microsoft enabled vendors to develop Print Support Apps 
(PSA)
 

Modern print is Windows' preferred 
means of communicating to printers. 
Modern print does not require the 
installation of print drivers, providing a 
simple, streamlined, and secure 
printing experience.



Phase 1: Introduced (Oct 1, 2024) 
Released with Windows 11 24H2 
Optional / opt-in only 
Disabled by default 
Goal: let orgs start testing driverless, secure printing 

Phase 2: Early adoption (2025–2026) 
Available in Windows 11 + Server 2025 
Still not enforced 
Vendors (Sharp, HP, Paper Cut, etc.) are: 
Updating firmware 
Building Print Support Apps (PSA) 
Aligning with IPP + Mopria

Phase 3: Default ON (target ~2027) 
Microsoft plans to enable WPP by default in Windows 
Legacy print drivers effectively phased out 
Organizations must be WPP-ready 

Future state (~2027 and beyond) 
WPP becomes default ON in Windows 
Microsoft is ending support for third-
party drivers 
Even if you disable WPP
Old drivers may stop being updated. 
Be blocked by security controls. 
Break with future Windows updates 

WPP (Windows Protected Print) - Timeline



• Sharp PSA
• Delivers advanced print capability
• Offers strong security and easy setup  
• Can be used in WPP mode or with native printing Sharp Print Support App 

Windows Protected Print (WPP)
Sharp Print Support App (PSA)
Some advanced printing features are not available in WPP mode. To address 
this, Microsoft has allowed printer manufacturers to develop Print Support 
Applications (PSAs). The Sharp PSA enhances the printing experience in 
Windows by customizing generic IPP class drivers. It provides advanced 
printing features for a more customized user experience. The Sharp PSA 
adds features for Sharp MFPs and printers that are not available with the 
generic IPP class driver, such as advanced paper handling, media selection, 
and device-specific settings. The Sharp PSA is available for most Sharp 
models. 



Sharp PSA = a lightweight Windows app that replaces the traditional print driver. 
It works with WPP (Windows Protected Print) IPP printing 
It integrates with the Microsoft IPP Class Driver (built into Windows) 

Why PSA exists 

Under WPP: No third-party print drivers allowed. 
Only Microsoft’s universal driver (IPP Class) 
It enables the WPP future 
WPP = no drivers 
PSA = only way to extend functionality 
It aligns with Microsoft’s direction:  Microsoft wants Driverless printing 

App-based customization 
Identity-based access
Cloud-first management, PSA is the bridge between Generic Windows printing and Vendor-specific features. 
Sharp PSA is the replacement for print drivers, it restores device features in a driverless, WPP-based world. 

Sharp PSA – Printer Service Support App



Microsoft Entra ID (formerly Azure Active Directory / Azure AD) is Microsoft’s 
cloud-based identity and access management (IAM) service. 

Think of Entra ID as the system that verifies who you are (authentication) 
Decides what you can access (authorization) 
Every print job is tied to a user account 
Access to printers is controlled via users/groups 
Printers become just another secure resource, like SharePoint or Teams.

Microsoft Entra ID





Native Support for Universal Print

Microsoft 
Connector

Client PC

Universal Print cloud service makes it easy to integrate with Microsoft 365 
environments that leverage simplified print management.

Supported on select legacy MX series

Supported on BP series

Universal Print
Service

Windows Protected Print (WPP)
No drivers needed for a simple, secure experience.
Sharp Print Support App (PSA)
All current Sharp MFPs and printers support WPP.



Sharp integrate Microsoft Universal Print: 
• No local print servers needed 
• Printers are managed in the cloud 
• Authentication handled by Entra ID
Benefits
• Less infrastructure to support 
• Easier deployments across sites 
• Works remotely/hybrid 
• Users don’t need separate credentials for printers. 
• Same login as: Windows, Outlook / M365 
• Sometimes even password-less login via phone/device code 
• Faster and fewer support calls - Better user experience 

Sharp MFPs integrate Entra ID because: 
They support Microsoft Universal Print (cloud printing) 
Enterprises already using Entra ID - no need for separate printer accounts 
Fits Zero Trust and cloud-first environments 
Printers now use Entra ID because printing is no longer just a device function, it’s part of an 
organization’s identity and security ecosystem. 

Microsoft Universal Print



Registering a device in 
Universal Print 



Go to System Settings / Network Settings / Universal Print.
Select execute. 

Must be done via Device Web interface 



Step one Copy code
Step two select link 



Step one, Enter Copied Code and choose 
Next.

Step two, proceed through customers  
Microsoft authentication.

After successful Microsoft Authentication



Submit to complete, may take a moment to 
show registered.



View of Registered Printers in Microsoft Azure Universal Print



Adding Universal Printers or WPP Supported Printers

From Printers and Scanners Select add device Universal Printers have a Cloud above the Printer Icon



New icons and Information messages 

Printer is supported when WPP is enabled 

 

The Sharp PSA App is installed for this printer.
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